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Message Text 

CONFIDENTIAL 

PAGE 01 MBABAN 01631 120129Z 
ACTION OC-06 

INFO OCT-01 AF-10 ISO-OO CCO-OO SY-05 /022 W 

076670 120132Z/66/53 

OR 111250ZMAY78 
FM AMEMBASSY MBABANE 
TO SECSTATE WASHDC IMMEDIATE 4732 
AMEMBASSY PRETORIA IMMEDIATE 
INFO AMEMBASSY NAIROBI 

CONFIDENTIAL MBABANE 1631 

CORRECTED COPY (E.O. TAGS AND SUBJECT LINES OMITTED) 

DEPT FOR OC, NAIROBI FOR RCO, PRETORIA FOR RSO 

E.O. 11652: GDS 

TAGS: AFOP, ASEC 

SUBJECT: COMSEC VIOLATION 

REF: STATE 1 19263 

1 .. QUESTIONS RAISED IN PARA 1 AND 2 REFTEL WILL BE 
ANSWERED IN FS-507 AS REQUESTED. 

2. REF PARA 3 REFTEL. ALL RPT ALL EMBASSY HELD COMSEC 
MATERIAL (EXCEPT KEYERS) ARE CONTAINED IN ONE DIEBOLD 
CLASS 4 SECURITY SAFE IN C&R VAULT. THIS SAFE IS LOCKED 
AND UNLOCKED BY CRO OR BACK-UP COMMUNICATOR. THIS SAFE 
WAS FOUND TO BE LOCKED BY CRO AND CHARGE ON MORNING OF 
09 MAY 1978. CRO AND CHARGE DID NOT FIND ANY EVIDENCE 
OF ATTEMPTED FORCED ENTRY INTO COMSEC SAFE OR OUTER 
SECURITY DEVISES (WINDOW GRILLS, DOORS, ETC.). 

RSO PRETORIA WILL BE IN MBABANE MAY 14. HE WILL BE 
REQUESTED TO PROVIDE ASSESSMENT OF DEGREE OF PROBABILITY 
OF PENETRATION AND COMPROMISE. AS EMBASSY FEELS THAT 
CONFIDENTIAL 

CONFIDENTIAL 

PAGE 02 MBABAN 01631 120129Z 

PROBABILITY OF PENETRATION AND COMPROMISE IS MINIMAL, 

DEPARTMENT MAY WISH TO AWAIT RSO'S ASSESSMENT FOR CONSIDERATION 
BEFORE IMPLEMENTING MEASURE PARA 3 REFTEL. 

WACHOB 
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Decaption Date: 01 jan 1960 
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Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 20 Mar 2014 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1978MBABAN01631 
Document Source: CORE 
Document Unique ID: 00 
Drafter: n/a 

Enclosure: DG ALTERED 
Executive Order: GS 
Errors: N/A 
Expiration: 

Film Number: D780208-0292, D780200-1132 

Format: TEL 
From: MBABANE 
Handling Restrictions: n/a 
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ISecure: 1 

Legacy Key: Iink1978/newtext/t19780569/aaaacgyv.tel 

Line Count: 59 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 
Message ID: 4e1b8ea0-c288-dd11-92da-001cc4696bcc 
Office: ACTION OC 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 
Reference: 78 STATE 1 1 9263 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 20 apr 2005 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
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Secure: OPEN 
Status: NATIVE 
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